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U News and Program Updates from the Integrated
Award Environment

From the Deputy Assistant Commissioner

Fiscal year 2018 was a monumental one for The Integrated Award
Environment (IAE). Building upon our progress of launching
beta.SAM.gov in late 2017, we made significant advancements in our
long-term goal of bringing 10 separate websites into one unified
system. Not least among them was the merging of CFDA functionality
into beta.SAM.gov. This gave us the opportunity to retire the first of
our 10 systems, which we did in the third quarter.

Merging the first system, and decommissioning the legacy system, was
an important milestone for the work we have ahead. It gave us a
roadmap for how to proceed. We’re already moving toward the
transition and potential migration of two more systems in 2019, with
all of the others to follow in succession.
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While we made progress in developing beta.SAM.gov, I’'m happy to report that 2018 saw our current
legacy systems remain strong and operational throughout the year. Where and when appropriate, we
made changes to those systems—always seeking to improve the user experience.

Many of our users were affected by the still-ongoing investigation by GSA’s Office of Inspector General
into alleged third-party fraudulent activity in SAM.gov. We are well aware this led to much
consternation among SAM users and a significantly increased wait time at the Federal Service Desk.
However, with security always paramount in the IAE, we were able to utilize Login.gov and begin to
provide two-factor authentication when registering or renewing accounts in SAM. We’re confident
that, ultimately, this has led to even greater protection for all SAM.gov accounts.

On a personal note, the fiscal year that just ended once again reinforced my belief that | work with the
finest team of professionals on a day-to-day basis. Every individual here at the IAE works tirelessly to
bring our users the best and most secure systems possible, while working to migrate them all into one
streamlined tool which will accomplish many things for everyone.

The future of the IAE and the systems we manage is bright, indeed.
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Fourth Quarter Stakeholder Forum

Thank you to everyone who participated in the fourth quarter IAE Stakeholder Forum program. On
September 25, the IAE hosted another Stakeholder Forum online eventin our ongoing series aimed at
creating and increasing conversation and dialogue between stakeholders and the teams here who
make the systems work.

Kicking off the session was Federal Business Opportunities (FBO) Product Owner Katherine Rollins,
who talked about the transition of FBO—referred to as Contract Opportunities—into beta.SAM.gov.
Rollins then gave a demonstration of the beta site, which included how to use the search tool and find
contract opportunities. This was followed by Program Manager Zack Sionakides, who demonstrated
how to use the APIs to find contract opportunities under the Data Services section in beta.SAM.gov.
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Lastly, the almost 200 attendees also heard from beta.SAM.gov Design Lead Christy Hermansen. She
provided an update about Wage Determinations OnLine (WDOL.gov), what will happen when it’s
decommissioned, and what users should know and do to prepare for the transition, including these

key points:

e Subscriptions will not migrate to beta.SAM.gov.

e Monitor WDOL.gov for announcements about the transition.

e Visit the site and create a user account.

e Start “following” wage determinations.

e Provide us feedback through the feedback tool located on any page on beta.SAM.gov.

Hermansen also provided step-by-step illustrations of the process for finding and viewing wage

determinations on the beta site.

Changes from CPARS/PPIRS Merger

In July 2018, a major system enhancement was
deployed to merge into one application the
Contractor Performance Assessment Reporting
System (CPARS) and the Past Performance
Information Retrieval System (PPIRS), formerly
two separate eGovernment applications.

Key to the merge is single sign-on—one
location and one account to conduct all
performance evaluation functionality. Federal
users with a Common Access Card (CAC) or a
Personal Identity Verification (PIV) card or a
contractor with a Public Key Infrastructure
(PKI) certificate, can now log in using the
Accept/Login with PKI button. Federal users
who don’t use PKI/PIV or a contractor who
doesn’t have a PKI certificate can now log in
using an email address and a password.

All CPARS/PPIRS users will need their email
address to log in to the system and will be
required to reset their password using the

Forgot/Reset Password button located on the
login screen. To help prevent unauthorized
access, a one-time access code is needed when
using a password to log in.

Once you have logged in, you will see the main
menu, grouped by functionality. Nothing about
your previously existing permissions has
changed. You will have access only to items on
the Main Menu based on the access role(s) you
have previously been granted. For example,
the majority of permissions for users who are
writing and editing performance evaluations is
located under the Generate Performance
Records column.

If you need to change any of your profile
information or password, the Update Profile
button is now located on the Main Menu.
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For more details on this CPARS/PPIRS merge, issues logging in, please contact the
you can view a video here. If you experience CPARS/PPIRS Desk at WEBPTSMH@navy.mil.

GSA Issues Request for Proposal for Entity
Identification and Validation Services

The General Services Administration recently released in the fourth quarter a Request for Proposal

(RFP) for government-wide entity identification and validation services. The announcement was made

through a news release that you can read here.

The RFP was posted on FBO and proposals were due by 5:00 p.m. EDT on Monday, Oct 12. GSA also
released a pre-proposal webinar on Monday, Sept 10. GSA took questions submitted in writing from
interested vendors through 5:00 pm EDT on Wednesday, Sept 19 and provided answers to the written
questions received via solicitation amendment. Solicitation amendments will be posted on

FedBizOpps.

For more information, please visit the frequently asked questions on interact.gsa.gov and join the
Integrated Award Environment (IAE) Industry Community.

Common Access Card Verification Process on
Login.gov for SAM.gov Federal Usersi
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Earlier this year, we began utilizing the more secure login authorization service
provided by Login.gov. This move provided an extra layer of security when
logging in to the System for Award Management (SAM.gov).

Now, as of late August, Login.gov began implementing the use of the common
access card (CAC) for a more secure validation and verification process.

CAC is the principal card used to access federal government controlled spaces,
networks, and systems. Instead of an authentication code, users with a “.mil”

email address can use their CAC identification to access their SAM.gov account.

Data integrity is important, given the highly sensitive information managed on SAM.gov. This recent
move for “.mil” users adds even more security to help protect your SAM.gov profile against any
potential compromises.
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Follow the steps below to enable your CAC for account authentication on SAM.gov:
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Login at www.sam.gov using your email address, password, and code via Login.gov (the

1.

current method of logging in).

Once you have logged in, type www.login.gov in your browser and enter.
Choose ‘Manage Account’ in the top right-hand corner.
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& An official website of the United States government
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Simple, secure access to
government services online

login.gov offers the public secure and private online access to

participating government programs. With one login.gov account,

users can sign in to multiple government agencies. Our goal is to
make managing federal benefits, services and applications easier

and more secure.
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Simple and secure for
the public

Because login.gov is a shared service, users
nead fewer passwords and lear fewer
interfaces. Also, security experts protect
one service instead of many. Dedicated
teams of design and security experts also

T e will continuously improve it.
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Saving time and Built

money cooperatively

login.gov handiles software development, login.gov works with the private sector and
security operations, and customer support. nonprofits to identify and implement best
This frees up government departments to practices and new standards.

focus on their missions while re
and improving security.
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@  PIV/CAC card linked successfully.

Your account
LOGIN INFORMATION #)

Email address

Password

TWO-FACTOR AUTHENTICATION 0

Phone number

Authentication app

PIV/CAC Card

[ Personal key

janice.Lromney.civ@mail.mil

+1(571) 328-3117

notenabled

enabled

Data Di

Welcome janice.l.romney.civ@mail.mil = Signout

Enable

Disable

Get a new key
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Once your profile page appears, the Two-Factor Authentication section will show the PIV/CAC
card option with a box that says ‘Enable’ - click the box (it will change that button to ‘Disable’
as the slide shows now)

Your PIV/CAC card is now set up as your primary method of authentication and you will still
have the option to use the other methods of text/phone call if you’re ever away from a PIV/CAC
card reader.
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Go to www.SAM.gov and select ‘Login.’
Then you will be taken to the Login.gov site where you select ‘Sign In.’
Fill out your email address and Login.gov password.
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© First time here from SAM?
Your old SAM username and password won't work. Please
create a login.gov account using the same email address
you use for SAM.

Learn more.

Sign in to continue to SAM

Email address

Janice.l.romney.civ@mail.mil

O show password
Password
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Security Practices and Privacy Act Statement

<«Back to SAM Forgot your password? = Create account
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Present your PIV/CAC

Present the PIV/CAC that you associated with your account.

Present PIV/CAC card

Present the PIV/CAC that you associated with your account.

Don't have your piv/cac card available?
Choose another security option

Cancel
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Present your PIV/CAC

Present the PIV/CAC that you associated with your account.
Don't have your piv/cac card available?
Choose another security option

Cancel
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Performing a TLS handshake to 992a piveac.prod.login.gov.
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